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(54) MEMORY CARD. DEVICE AND METHOD FOR FORMING IMAGE. AND STORAGE MEDIUM 

(57)Abstract: 

PROBLEM TO BE SOLVED: To improve the reliability of 
image file data by preventing alteration in the image file 
data that is created by an image-forming device for 
storing into a memory card. 

SOLUTION: When the image file data that is created by 
the image-forming device is to be stored into the 
memory card, a unidirectional function is used for 
calculating the message digest value of the image file 
data, a secret key is used for signing the message digest 
value, and the signature is stored into the memory card 
with the image file data, thus preventing the signature 
from being easily altered for improving the reliability of 
the image file data. 



41 



4Z 



4^ 



45' 



48- 



I 



I 



http://www1 9.ipdl.inpit.go jp/PAl /result/detail/main/wAAA5TaaLuDA41 401 0044P... 2008/02/01 



(19)H*B»ffff (JP) 02) ^gt 5^" ^ S[ 



#182002-10044 
(P2002-10044A3 
(43)^ B Ydei4^ 1 ^11 Q (2002. 1.11) 



H0 4N 1/21 
G0 6F 3/06 
3/08 

G0 6K 19/10 
19/07 



304 



5B0 3 5 
304H 5B065 
C SCO 7 3 
R 5 J 1 04 
N 



FX 

H0 4N 1/21 
G 0 6 F 3/06 
3/08 

G0 6K 19/00 





4MR200O-1849g8(Pa00O-1849g3} 


(ZDtBIIA 000001007 








JFdE12*P 6 ^200 (2000. 6. 20) 


3WW:*:HBrFA? 3 T B30« 2 










3lCSa»:fcBKT*.^3TB3D»21* 












C744VaA 100090273 












F^-A(##> SB03B AA13 BB09 BCOO CASS 






SB065 BAD9 PA13 PA20 






5G073 AAD3 AA06 ABD4 AB05 (£04 






CEIO 






5J104 iU09 LAOS LMS LAM NM)2 






NA33 PA14 



(54) ixm<o4imi >^^u*-H. mmmfmm. mm»a:mRxfKmiim 



(57) 



41 

_1_ 



42 



43 



46- 



48- 



— ^ — 

46 



44 



4^ 



[ si*^ 1 ] mmm^Sic J: fpfixs titmmy r 

3 nt: t,» -5 y * y *- F KT d' -fe:^ -f > ^f- 7 
ttrfaj'*y*-Frt07"a/N'f-^7T'f;i'{c, ISSBW 



Its 2002-10044 
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[ai*aii] fpjsufciB«7r'f;i/7'-3'*^*y 

i^t^VC. »«*ttfeCDBIflt7T-fA'f'-**^*y*- 
Itffi-.f ^ y Frt©:/^^^•^ ^ 7 T A^^lSJCtigH 

{.mm 1 4 1 issBitsHWossiMife u < 

1 3 Sfcii 1 4 lCia*8(Dia«J&S3E53ffi. 

imm 1 6 1 lifKJL— !f^«Kj: i^mmh^tu 

ff 5 c£4!itat-r 1 3~1 5©<5in*>l^«: 

[WljjaiiT] ^*y*-FK:ri'-fe:^Bifil^c-/>i' 

1 8 1 iiriB«gaw©^iM«4> < 

asKaiiaa^tf ^ c i t-r ^a*^ 1 7 (ciBtt©iis 

[19^191 {^fiSbfclilS7r-<;l/x-^«:>-=ey 

50 iiKB«7T-{ii'f'-fK)i*Lr— :^ri^ttB8»*ffic»r 



?lffl:S:i^io 



C3) 



[111*31 2 0 ] 1512111*31 1 ~ 1 1 ©Hti*»«CKtt© 10 

-S 7" n A a > f :x - *. 6itotH 

[19*312 1 ] B?£ii^3l 1 2 ~ 1 9©ffltl* 1 31CC 

laecDiBtftj^jiS:^ 5:*?f -r s n y 7 A * 3 > f ^ - 
[0 00 n 

[0002] 

*-KK:Td»-ir>^pItt&-f>d»-7*-;^ («T> 1/ 30 

<tK:<fcO^'J> FT-sci^i-cirs. 
[0003] MEBflJ^ T -/-^^f*-^f*^^•-V:^ 

tiHBMi^BKiirffi^ * * - F imt-ri c i (c j: o . 

[0004] 

OfcftCc. :fiE«H> :?MEipJfll. ^tfA.mffi^Tt>*iim 

ft. 

[000 5] -ec-c. ■^Bmimim^mi'icxmmy 

©Hlfe^r-^^Vf'-iUca^^^jll-rci-C. tiiSffl 50 
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[0 0 0 6] iit. mm»mmmimK.j:i,mii^ 

[0 00 7] *fc*:^B^«. >*'J*-FrtKtSffl-r^> 

iB^^T -r;^7"-:>©?S:?^?:El5Jhb> ■€-©f'-3»©(i 

[0008] 

[Sia?r«si-r-2.fc«)©^i3] *^?B©>*';*-F 
©«^«*e»^i)B&««*wr4^*y*- ft* 

■r -5 i C ^ H^J^SS^gfC J: 0 f'PfiSS nAiB«l7 r 
jf*>;*-F-C*o-C, iflff SBi«Ji5fi£S^a«nK e s 

ifc. *«l|8©-&©flfe©!»«<i:r4tC^K. asH* 

©»«ii%fi^i/. isna«gs*©»«»*ffl<.>-c«^ 

m^^mtct^<^tbxi,^i>, ttc. *^iB©*© 

SiLTi^-s. ^^^gc-ecffeoisaitif Sic 
^*';*-FCCT5'-fe;^^fi6^£'f>^-7x-:^ 
*«^fciBfl9KRl^(CteC>'C. * y *- Frt© 

ZfUf'if ^ 7 r ;l/^i^Ccaffi@W©*iaflifc L < »:x 

i=&«FaiLrt,»4. *^^©*©<te©«f«fr 

s i c 6 jiriaas@w©«fissi4> u < if 

HB©*©flfe©#®<tT-5<tC6«, BiiiE«S@W©fi?5 

Sii^fti^t s«is@w©<&ia^?:«wrs c i^itsti 

li^a.— !f5e««:J:4tt««i«<!:«c*a— tfse* 

J; S^PSII«:f'fJS-r -5.<2:P3ll{'PfiE#e=frW-rS C i * 
!KF«iL/ri,»S. */c. :$:^?B©*©fi6©#ISl<t-rSi 
c^«. 3f5e©ia«»ia^«i1-«:J:*»*ii**«± 

■r-5.j;^{cssDitg^c7'-i'isit«i^*^^s£3n. i«riB 

t^s^*-;*- F(CTi'-fe:^nItl«C'f>3'-73:-X4 



^fc i/-c»«*»s»«*si . m^m^ 4 ^ * >; * - 

-5. 

[0009] *^©BI>J^fi£:^ffi«. a— !fS««c J: 
rsic-sti. ^^y*- KK:T^'•fe::^oI*6^c-^>^- 
Ko-toflfecD^atfr i c 5», stffaa-if5£»K J: 

i7-fey^pi«l^t > if - 7 X fc^a^ffic^fcB 

6 ». Bifie«SH«o<&sa«> l> < tf sE«k: J: i 
iSi-rStC^tt, fPfiS0ft:B»7T '^-'Wf^'-^'*^* 
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if X X h fit?: Buiat5S@W©lifS^ 4j U < B^- 

[0010] *^H^©fats««^«. fuiaKisKcD^© 

41tR£-r -5 :7'D -t^ * =" > * - ^ 
0 Itfti-riic^tt. l5K(csiS©iii^i^?^)S*ffi**^T 

•r 7"n y 7 A 3 > f :x - if e>K*m 1/ 

[00 11] 

Btfs3&fiiWSSDfiatiS«i*©*»o»Je* 
1 ©Jlit©?i^«j n^S^umt br^SE, R s A 

(Rivest- Shamir- Adelman) :^«t <!:OI-^t>«5>S*>tf 

[ 0 0 1 2 ] la 1 3 Riy^ia 1 4 «. Buia«-?^»«Koi,> 

T«fcafl«IK:Si?ll/fct>©'C*4. C©fi^JBKte(,^Ttt. 
dSjj<-{> hiico-Ctr^?*. t^S^jt -y^-iy^^'-^^^^^y- 
[0 0 13] *-r. S«L.fct^7=-if (7^=^^;^h^^-<-< 

3n-5)fc©-c*0. s«L?ct.i7'-i'«:aw©ii-c* 
2.. -eu-C. |5ia©J:^K{'PfiS3nfc^^'t-i'i^-^i' 

[0014] a^&fJf'-i'OjtSM^rtf ^*8-^. jM^iffll 
«Sif£ig«a-CBg-^^ 1: S nfc^ -7 -fe - i' 5^ * US 

■r. sfiL'/ca«7=-i'*s«flW©ai3Si-c 
«^{tL-Cj<f 42— :-'i*'-fi^xX Hi^i^-S. 

40 miaa^^b/cy ■^'•fe-i^i'-ri^^^Hi 

^'ktiMfi. MS© J; ^ ^c#)ii-c*«©*fea%?T^ c 

iAs-C#S. :*^©J^!S©lgfc#*BI«:Sii!8-r 

B 1 4^@Mi©j&«tc*>*ifc*iB«7 T -r jir- 

cJf ©?!( ?^P5±«fiB=g:«;t ?cia«?efS«S©«fiX?:7r;-r 

^o!'d'ia-c*-&. c©®«!$iia«. *a«iP^s(cp 

U) 4 1. ^*y42. Kf^mArS. W:fjS»44. 

I.-I/F4 5. tti^hf£i>. -ebr. c©B« 

aSIK4 7 i*!**. 
50 [00151 WffllSai4 1 C©B«9&fiR^©&B5 
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0i^aROM (Read Only Memory) . RAM (Ra 
ndom Access Memory) l?:^^^> 0 . COM^Jf^&^M.'V 

[0016] A*il«4 3 F. 
[0 0 1 7] y^y:<7-Fl/F4 5». y^i;:^-F4 

[0 0 18] ii^gBag^^a4 7 mt^e^x^:^^ 
r^#a6*-^^y4 2K:n-FL-cfieffl'r-sci3&ir# 

-So 

[0 0 1 9] 4^ F'7-:57I/F4 6Ji. LAN. *7=A 

^(Dffieo*:? h^-i' (USD i:frvr9\-m>^t 

WmO. ^n6*^^y42K:ci-F0r^fflTSCi 
[0 02 0]— 02li^'=ey;^- F4 8©^*»; V 

tirc^«>o -fxD^^'r AVy AM^. S*e5^ASCI I 
:3 Y<D^X^m L /c T e X t J^Sitc J: nr *5 

[0 02 1 ]*/c. :/n/>-f'^:7T-<;l'«. j^^^yti- 
F4 SrtfC l-^#ab. *f*<b^-SB«:7r >r;l'7=-df 

L < ttT ^ -kXtRiJCDK^^tf a r>/ciii«B^a£i^ 

J: ji^^^i-r ^ <t ^ CcS:^Blfifefj:7'-- 3r£t* 

«:7 r 7=^- <h'*«#-r S C <b * S J: 

[0 02 2] 'JjWi. mWm.tf'hUh^ 1 <D^<D}g« 

^c. B^tm^a^ies^nri^^siia^so— wco 

[ 0 0 2 3 ] !g4K:^T<J:^K:. M 



5) i^ia2 0 0 2 - 1 0 044 
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D 5 --^ S^^Kii^mC^rS^ L/cC^t^- ^ 

So MD5tt3H& Hi#{b:^oe/^A©lor*SPG 
P (Pretty Good Privacy) XWSi^9jt>fVZ\i^^ ^ 

[0024] H«ffJfiSSiaK:'r . :x-1f*sfpRRL:^Iffl« 
7 T JL'f'- ^ ^ y :^ - F 4 8 {CS# L J: ^» S 

[0 025] $lJ@lS?a4 1 -e<Df^-^&c«-f 
ff^*^£'^3&^:3.>-lftc||l2-ri/cdb. tH:ft^a4 4tC^ 
CDSlfiJ^^r-S (;^7^-y::^S6 1) . HSJi, C<D« 

iSPiOiS^J^TTS (Xf-'j/T/S 6 6), 
[0 026] a«^tf r 

20 -^:^S6 2). fiEy ^-i2-t;^:S^-<t^^;^ hffi^laiaiii 

V:xi7.Y i Ur y * U F 4 8 <D*t«^W 

i«tii^:F5IMi§8tc«fft* S (>^r-.':/S6 4) „ 

[0 027] S«*fmi^Co/cBlfe:7T ^f^l/f" 

-3f^><^y:^-F48 cost^Jiattil^iri^^^® 

mc^ui^ (xx^-7-s6 5) . *jffli«!:a**i7-rSo 
[ 0 0 2 8 ] */c, :^mM(oim^^c^ti\t. rn^y r A 

E>^y:^-F{c^??T^i:5^L/c<Dr. MtHMfl^:? 
40 2. 

[0 0 2 9] r||2iD*i6<D?^^J MaU/cUKD^Sfi 

[0030] C<DS^ 2 (DiaS<D^JS«:|«t>SB»:7 r A 

^Ut^-. :$^CD^^^E5±:ra^^f;t/cB«?K^^acDM^a 

ig6a:):7n-^-^- h*flBi^rsiwrs. 

50 [003 1 ] :x-W^fiSL/cB«:7 r 3?*^ 



9 

[0032] mm^S:4 1 ■^(DT'-i'ic'm^S^i: 
{c-€-©«i«i*«n^-r-5 (::x.^^-:fS7 1) . m^int> 

[003 3] s«4tf 5 mm&S4 1 «a 

— tf^«fc<i:Site?g||4f^^i*.. ffl:tjiai4 4(c-e 
©-«|pI«:S^-r-5 (:^7'5r:7*S7 2) . 

[ 0 0 3 4 ] la 7 ». ccDSifira^— ««^-riar* 

3) > A:^$n/cHfH«#*«(ca— !f^l8{Cj:Se?e 
[003 5] c©«, IJffiJt— !f^«{c J: 

77). f^mtsntc^viz-t;>i(^iyyiXi-mim^ 

JIEKffiff-r-S C^T :?"S 7 8 ) , 
[003 6] ftgtC. »«*ffliJS-5fcB*7 r W'^Ut' 

[ 0 0 3 7 1 ifc. :*^©}B«K:J:ti«. 3.-1f5E« 
[0038] *llllicwg««:J:n«. »«-r4fc 
5C<i:*Jt?*-5©-r. a«3tlfcffi»7T-f;l'f'-df© 

rfll^«%ili-r35ra«:oi,>-ci(iWUfc. c©3B3©^ 

[003 9] r^3 ©*Sfe©ff5.«j COII3 ©**©Jg 
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[0 04 0] ^-^i}m^Ucm»y7^}i^7'-'i'ijt 

^•;*-F48{C«#LJ:5i-r-5i*. a— !f«A:^j 
^4 3 J: "3 -e©ffi??Mffi*fg^ L. ^©^■^©IS^aE 

[004 1] mmm4 1 ■e©f'-5'cc«iF»«* 

©:ti*i?:«^-r^> c;^-?-"-; 7's 8 0 1). m^^titiu 

C»t8^«. T-CSS;^* K4 8©a;S^J|{K:^© 

[0 042] -15. S«4tf 'J^^. ©J®IS?iE4 1 ttJL 
-ifK*fL-C. «SHW©«f«SI4rfilffl-ri*\ «gfc 

4 4iC«©Snl4«^-r4 (X7=-y7'S8 0 2) . 09 

/ic>j»^ti. iri20 1 ©niseitcJi-rs. 

[0 04 3] iffcKJL— IfSllfciS^iS&II^Srf'pfiS-r^ 
20 tS^tJ. ffria»2©JIM©ff$SSK:8eoT*£Sfa^iE»-^ 

©A**tfi&i,» (;^f--^7-s8 0 3) . w&m. {mm 

4) . fetch, m^mu^tifcmrnm, <z;ras8«, n.- 
^(Dmsiicj^ 0 . ii-spieiiJS4 e */cttjt * y 4 2 

[0 044] xf-i-^'s 8 0 2©*iM©item. m 

30 ©*iJ^©item. «S«c«#StiTt^S:i— tf^lSKJ:* 

*iafS!*fieffl-r^.»^, -€-©«iBSi{cg:S3nrt,^-5Bf 
a»#4A:^jL (x^5.7's8 0 6) . com^m^m 

07). ccr. ag33nri,>?>:i— tf^iiKiiSSf 

•€-©a»?s#ift:8««©«ia*tf^. *LT. «riBa- 

Bii*sii-speit^4 6 4 2 cc?¥eE-r-j>*> 

ItSBO (>^^^f7*S8 0 8) . ??«ELfeWtltfSKlWCC 
40 <&§fit^f^fSL. J1-S|5iBtSJia4 6*fc»j<*y4 2{C 
«??-r€. (;^f--;':7"S 8 0 5). 
[0 04 5] ^Or. X7^-:>7"S8 0 9r». »«*ffl 

j^hm&u-cmmti^ (;:^^-y^s8 10) . m^ibs 

K4 8(Cffi?¥-r.5> (XT^i^T-S 8 11). fi^fC. 

J^^i^Sofciilfe^ T F 4 8 {c 

fiSffL c^f^^r^ss 12). mwm^i0:~7ri>. 
50 [0046] ra4©^©)KSSj cti*r©g|iteDB 



C7D 



U 



- F 4 8 (cfi|??r iii«J^^a©m:^^B4 4 

c 0 0 4 7 ] c <Dm4oy^miDmmcKt>i>mmy r ^ 

[0048] a— !f*if^liJiLfca«*f*Bflt7 ■r-iA^v' K) 

F4 8 t<c^mr ^^muctx 
y F 4 8 ic«#-rs*\ «^Bic« 

ms/^^m^t^ (>^^s>:/S9 0 1) . 191 C© 

9 0 2) . XL(DMS^m.m<0—m-QS>i>-tfi. C 

f5j6*'©:&aT^ur*j<!i:^s*!*s, cn6©ai.> 
{c-3i»r». JitT©j;5JSaB?te*i*i. 
[0 0 5 01 <^««:r>(,>r) 

( 1 ) <2:Basi*ii«7T-YJi'7'-f i*«*sffi#$n-c 

(,^■5 y F 4 8 iB-©^* y K 4 8 {Cffiff 

(2) iiP8Si*B«7T-/il'f=-3fi»«*i»??StiT 30 

t,>S^*y*- F4 8 i:S!I©^*y*-F(CfiS?-r-5. 

< 3 ) 4}:raii4aj:^*ga«c«^^5. 

[0 05 1 ] (l«a«(C-3(r»T) 

t>-5^*y*- F4 8 ti^— ©>*y*- F{cffi??-r 

(2) «fffiSi*iS«:7T-^;U7=-^i*«*5ffi??Sti-c 
(,»-5-rf*y *- F4 8 <!:»3iJ©>*y*- FtC^ffT 

( 3 ) m^m^: iiit)mmcm:-ri>. 40 

[0 05 2] -yT'SQ 0 3Rc;:^f--;»-7-S9 0 9© 

myr-^Jl'T'-^^U^bXi.^^ji^'JiJ-- F4 8i|SI 
— ^^y^-FJCfilffTS (;^f'tr7"S9 0 4&iy^S9 
10) . 

[0 0 5 3] 3;fc, :^7"f ^T-s 9 1 sosracci&^rfir 
S!l©^*y*- FKff??-^-**^. ^*y*-F48* 

3aft-r4J:^rt— !fKHg^Lfc«K:. ?aB!stiyt^*y so 
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F4 8 m^m^mRif^m^mffti 

(Xf--9-:fS 9 1 e&C^S 9 17). 

[0054] ;^f^'7:/S9 0 5©«ra«:ic;it-c. 

^m^&T'-dt tim^'f:'j:^- Fccfig^-rstB^fc 
tc-r-s. ;^f^-7:;''S9 1 1 ©msicciBiir. 

g|^7^-5fi«]S0^*y*-Ffc«|?-raJi^{c«. :^ 

■5. 

[0 05 5] ;^7"-?:3'S9 0 7SCJtX7"7:/S9 13© 
SBgtcc£;^rS!rie*iffil£5af5fraii4ai:^SIB4 4 (c« 

(;^7^i':/S9 0 8RC^;^f-7:/S9 1 4) . 

4 1 Bi!i3i4i^7-r-s. cti^owmm^^smit. a 

— !f ©a*?K J: »)p'*y*-F48 ©lirffiHfltJ^fiESIB 

[ 0 0 5 6 ] Sfc. *||ife©J^SS(c j:n«. J^-1f*!f^ 

[ 0 0 5 7 ] */c. *||JS©J^JlK:j:ntf . 

ftmsm^^<DHh a ^^Ejaai* y * y * - fk^h? l 

[0058] (*^HB©flfe©iiii©?^sg) 

tcaffiL-c*> 1 -2©i»ig3!»ie.tcs$SicafflL-cfcs 

[ 0 0 5 9 ] ±i^o?c*ig©f^ss©«fi6**i-r 
.SJ:5{csa©f">'W;^=&«)f^3i±SJ:'>K> ±sesa 

^-iffCji^L.. ±K*ig©ffJ!!S©«tt*SIIi-rS?<:J6© 
v^F-J/a:. ©7"ai^^A3- F^r^iSL-. ■e©i';^'f- 
A*4l>tti»©3>t3.-df (CPU*Sl,>ttMP 

u) {ctSiW5nfc:^cJi^^A{cseo-r±iB&«-7=>'f-Yx 
*l!j{^$-tf.5c<hK:j:r>riafebfc«>©*>. *^eB©t6 

[0 06 0] iit. c©*8^. ±ffiv7F'?x. ©>^a 
A n - F @ b fcmmmmommi^-r 

ad^^An- F*3> ta.-ar{c^-r5fcJb©*e. 
m«*>*'-5:/nd/7Aa- F^^giWLfcgB^ft:«:$: 
^ig4«fiJE-rS. *>*>-5^nd/^A3-F*S1t-r-5i2 



(8) 
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D-ROM. m^7—-:f. :^»lfeit©j<*y*-F. R : 

^>ifiy7.7-J^) ^SlHJffeorr^y ir-*/3>y7 h 

[0 06 2] 3 6{C. ffiil^Sti/c7'ni^7A3-F*i3 

F^«tB2;S3.-5' h«:flrtoiCPU^*5il|g©Ma<D 
[0063] ±SES^CDf$,«(Cj:n«. 3.— tf 

©aij?ccj: 0 *- F©mrteBi«jgfiS«aJW^«# 

[0064] 

mi] H«7 T -Y ;V7'- $©5Sc?^B!^±«l6*«^fc 30 
[02] ^ * y F©^ * y V ■:fa:)—m^nk-m^ * 



[ia 3 ] m 1 ©iiit©^.«©iii»^^£ia©jt!@^is^ 

[04] «T-0fJr-3fiy ^?-b-5xd^-Yyx>;hfl[i© 

[05] ^i<o'mt&<omR^wmti,mmMWimm>^ 

[ia 6 ] m 2 o3as©ff5)ll©iii«j^^jai©«ra^«% 
[la?] l«r2©^©m$3ii!9t-2iiHft^ill^»©« 

7i^a5©-«^*iK-rsiBBia-c* -s . 

[138] ^3©||J&©^.«l©iBII>^^^©^^IR« 
imiri>7u-9*- F-c*4. 
[0 9 ] ^ 3 ©W6©5i5^*Sil§-r*Hfll»fil^«©« 

:^©— 0ii*5^-rift98iaT*4. 

[H 1 0 ] 3ff4©|Q6<W^«=&SiP[T*7a-5^ + - F 

[HI 1 ] m4©^©jgsi*siH^-r4ia«0sRia© 
^^aj©-m^-rssiBjiat?* ^, 
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